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METHOD 

(57) Abstract: 

PROBLEM TO BE SOLVED: To protect data whose copy 
is restricted on the same computer system by providing a 
function for ciphering by using a public key 
cryptosystem for data transferred between a processor 
and an auxiliary storage device in the computer system. 

SOLUTION: The auxiliary storage device 13 acquires a 
secret key 40 which is needed to cipher data by using 
the public key cryptosystem from an operating system 30, 
uses the secret key 40 to cipher the data, and reports 
the ciphering at the transfer of the ciphered data. The 
operating system 30 generates the secret key 40 need for 
the ciphering, ciphers this secret key 30 by using a 
public key obtained from the auxiliary storage device 
13, and then sends it to the auxiliary device 13; when 
the ciphering is reported at the transfer of data from 
the auxiliary storage device 13, the ciphered data are 
deciphered and sent to an output signal process routine 
42 in the operating system 30. 
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com-?"?'- ?fr i §:tfmistxz>^^'e*--?^*7-j» \zm 

mfta^a^B i 9 7 s — 9 SrHf-SHb-rS «$?§St£Et 
®b, 

mto-rsm^zgitftcbz, mummmmmmxv^n- 

^ A ft * £ ft L T S >t m $ tt 5 ttSblEltiefi© 

mmr— 9 icm&m&m ^x mwit^m^m-r ^bttm 

COPrfl t?^- * « $ *t 5 =■ t° a — * ^ A (Jli* 

®{i <fc 9 L-C«fffi*a3S««T?^ Lfc8H6fiSr«j 

fufE&S^B <fc 9 8MB«S:fflv^TrtF^b Lfc £ t £i§*a 
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BtrfBffliblSlSI^B «£ 9 ffirffisf ^itm<vm*$:Vfc-otib 
g\ B(rErtaiJ-e^bfc»*«ISrfl(rE«|l!j3B«ifi«J:9 

b&icifttzffi&mtemmz-mm-rz^wibzmirX. 
i/xTJ*ftxs<x-&-fri,x%;rtm£tiz>ffi&)mfems<o 

[in** 3] «q«k£, t&ummz-famztiitT*- 
9&mm-rmi<offi®te.m^&b, m^mm^.7 ! ~9t: 

mmm 1x1*12 ©wsbaaift^a ± 9 w ^bffl^r^it 

WK£ 1 roffltbiEti^gtt, 

oo^gi^ HufiB^a^Bt-is^-r 5 i , 
mrlE^aSBi 9 pfiBBt^t;ffl<?5«i{r i 9 f&WkZtut 

itmmiz x vm^kvxmmt&mmmx'tii&tvtiwmm 

<n'£Mm%ffimxmmm\z.fcv£-tz>3 i mb, 

wmm&%:ttwiiizb%. msm®m^mmm^itm<D 
40 nmmK x 9 ac*fls vxmts,nmmmx^.m Ltz.m®m 

(tfc4r#, milS^l©«SblB«#©J;9i5^$nfc7 : - 

^ a T?g tt m $ ft S ffiWfEi*^"- ^ Sr ffl 
^TBt-f-fk^a-fS ^ 4r *®WLb Lfc =• v fa — 9 iy^ 

[»*3i4] <&mmmbffi&)td,mmwb<DNixmmz: 



# 

Kf*fl:K:i5«ifcaMMi*4*-*-ft**t , ftuIEdfcfiJc Life 
TfiBf^b£*i,;fcx-*&£^{bU ^r^^w/i— ^ 

«F^bl^S*85«iiS:^i-5^©i:, fiSiE£fi)c Lfc 
«**«:l!lrie* 1XI*«2 ©MSbfS«^d» L/c 
45tH)*«rflll/ vfift 4Ht LBIHE* 1 XttSg 2 WffiftlSti^ 

*, rt^w^ft^a^-^v-J-^LTrtPt-^fb^tb 

OttftlHH^ i ' M L T fiigi* $ ix 5 t*— * aspff b $ 

%W&m&tefflmfe%-tt$:m^xmtii-1-Z>3 i &t 
oMSfot^ i — -r-c ^Vx/^y-J* t Lfi 

IW*«6J «ya*flli:4lJiJiia*»IEi:©WT?*«!«r 
Sftli- 5 r - 9 »ft m £ ti Z> =" v tfa - 9 is* f- A K 

^Bg^bi^^^ftfe'tt^S^BO^^w-- ^9 
-s/H^Cfc^fiSrfflv^T^-^SrPt^b-rer itf* 
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§<\ *rfSffiibfElSSie*^co^— ^wteai^teifiPt^b 
jas/i'— ^ycft lx mM^it^ixtzT'— 9 ttm^-it l 

20 -</Mo£ Dfcgf^li^fflv ^Tr- ^ SrBt-St-fb-T S - ^ 5 
^IiBT% Bf-i-fb Lfc^-^OteiUB^JcttBt^b w-<7i-5r 

^bSrfT*v>, 3R7- ^SrfB^^^Tt-IH^-rsr t 
12* l X»**2©rt|l!jfBtg#®:d»e>#fc-^M«i5rfflv^T 

30 ©*sbSEit^i«waisii:*s-cft» mmm i o*i»ie« 

40 gLffl-tZy*'— 9tf%.lim£fr : £>=>^t°x- — ?->^7A|: 

^P^iiBt^b^S;S^fflv^T7 ^ -^cofff^b(-^*^t}^ 
H&Bf^b^^/n^ifefc'^^S^Bco^^— 

-<7K^ DfeSSt^^Tf-^ 4rWf#fl:i-5 £ <t ^ 




(4) 



[ w # * 9 ] wmmw t mmmmmm t <o m -tmjur & 

4p ^6 n t # "TUB** l co*«jiS«*a , 
•#fbfc*Wft8W«t*»fls i^/i'O**: Lift 

ib* i x&m 2 (Dffivhmm^m* bnti&mm&m^x 
%mw&m*m^k^t^ mmmix^m 2 ^wi&ie 

^ik£tifc^~#%m^ikvxm&zk&x$* ^ft&s 
m^m<o*^—T>(i'yi'*TJ*b*Mcffi\^xt£Z^ 

Jf 1 Xtt 2 Xtt 3 Xte 4 Xtt 5 Xtt 6 Xtt 7 Xfi 8 Xfcfc 
1] ^rArttv^?rgiLT§(ta$ 

asris-rw 1 xtt 2 xtt 3 x« 4 3m 5 x« 6 xt* 40 

[Mf*Sl 2] *l<z>«|ftiE«*ai:»2(Z>«JijblB« 
tt££K(£ J: «9 H!»$*tS»*« 3 Xtt 5 Xtt 7 Xte 9 IE 

imxm 13] n <b m 2 <7>«i#jiet§ 
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I o o o 1 ] 

[0 0 0 2] X, #389314, *Q.a^St*«jfEltSiei: 
[00 0 3] 

[0 0 0 4] L^L*^e>±IELfc«-fe^3.yx-cSW 

[0005] easttKi^ttsHf-^ksttfc^ 

[0 0 0 6] 

I^B^^^LJ: 5 t-rsSSH] JtfSLfc «fc 5 ^ 

#*e>ixr*fc^ 3^t°^-^vx^^jii^tt5« 

«*4^a*#A.6>*i.TV^S**, 3^t°^-i?cD±^^- 

y taigt" 2> x - 9 K-n u r i» m t & b tct> <d 
«L*^ot 0 t«or^5Rr'«(^-3^b <, a-^±^ 




(5) 



[0007] *&Wte±.&m$Hz-&fr%£*itch<ox\ 

b&w^^mmzm Lmm^mmim± Lxm 

[0 0 0 8] *^Wfi, aytV-^Wfi^t 

m±Lxmm&(oM^7*-f'i%mMmzmmx%z>=>i<' 10 

[0 0 0 9] 

- 9 <d em * m - => v t° ^ - * x a ± 1 v> t t> ft 

[0 0 1 0] X, &&Wl-£, -y^y'M.fHX^^^m.^a L 20 

m^^^t&mzMirmm&mi-tx, mmr-?m, m 

[0O11] Wt), II wlSWfi, LTSaaS 
Ufc8«f«SrJft#i-*¥Ski:, iltflB*&iate«'^lsaH-S 

&m&m^xm&ikL-ftz.k&m*a-rz>in j &b t h^m 

r-fvm^ikiz&mtew&m&tttitrz&wtk. mm 
ffiwmmmm j; 9 mmm ^tm^m^^m-o it 1 1 , 

SRliff*fl:fflO|iSrffli'^TlW8Brt»T?d^ Lfc8MB««: 40 

T l*^fls&« & 161" £ £ & <l*« S o 
[0 0 12] X, %2<DftWC£^ /^i^Ltai^l 
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^asg j; 9 tei^ * tiitm # a*?*—* zmmmmm* 

*TU mflE*aa^gli> ®«««r^-t-5#ai:, HtfIB 
MSblBtt^gi: 9 SulEBf ^-fbfflroliSrS^Ktofct 
Ht)IEF*9^T^)*LfcS5^fi*mrlEMfblE«^g<t 9 git 
#ofclfr#ffcffl©«&ffl^T«FS-flSU flMBWSblElltK 
g {ifeJIli- 5#fh HfifB*«j|Btft^g WfEltiEft: 

r £ zmza-tzm^-k k h^msMMbfRVsmm\^mm-r 

[0013] 13^11*, ^agegt, mmmfc 
tt^i-x- * & »atf m 2 cottibaatt^a t «• * o = 

y^-^v^fAtKv^T, mifE^aSgf*, 8J^«i 
Sr^i"S#gS:£, HuiEfgi;mSfl2<Dffi]£jfE«^©J: 

%ftmi.tcffimmm^mz.ifcmirz>^mk&&i-. mm 
m i w««jie«^«. m^tmRrm^tm^mm 
*±m.-tz>^WLk. mm<>&mmm£. , owmm$:%i'&-tz 
mz.* mmm^ikm<n y £Mm&mm.iBmmmiz-mm-rz> 

itzfrtz.®®mtt%.rt^t-k%. ^mmmm&mmm 
%-fcm<o4tmm\z-£ vm^k^xmmn&mmmxtti&L 

-f&mft&'&Ltiwmm&m^xm^k&mi., mm 

m-mmmzft Lxmmm 2 w^DbiEtt^— 5^ 

«^fcffl©43iM*S:dfe^-*-5#ai:, BtffSMaKgJ; 9 

»««sr]R#i-aRj-, mm^itmco^mm^mmm 
mmm^m-r^^mk, mm^m.mm.^'omm^ik 
mwmiz-xvffi^-ikztitzw&m&Sii-f&itzkz , a 

&mmmx*£.f8.Ltz.m®m&w&irz>^®k. m&.m® 
m&m^xn&^ibvitz k%mto-tz>m^$:%:\itik 

HufE»l(Z)«|*)IE«^J:9«sjt$Hfcx— ^trtu 

f5i^#Lfcf^g££ffl^T«^t&aL/if£, fati^* 



[ooi4] m4<Dmm^ ^mmmtm^mm 

it-t&^&ts mi&wmmzmi'^xm^tvtifcmr'- 
mfcm'r- ? ^Bt tut £ 5 m # t £ <b tc^iise 

ffivht&mmwfrb&n Ltcufflmzm^xm^it l-buie 

teii £ ^ '- 9 -f-fb $ fix v •» 5 ?>i§*a £g ttfc 
teiH^— ? asuf-SHb § ttr Srii^a-r 5 i: , 

[0015] x> jB-5o*wtt» z&mmmtmmmm.m 
&t?>m x-mm zmm-t s * #g it « $ *vs v tr 

^^m^x^m^> tcmmm^ <v :r-*»tg-s§-fb 
^^litJiEti^gi;, Bt^bt-^M^^gi^^-rs^ 
«^m> bmm bfc^Bi® ^ffl^TBt-^fb bHuse^ 1 x 

ibfB«^d^*EiH $ y*'- ? #Bf m b $ tiX v ^ W 
Lxam^t^nti^— ^&«-5HbU ttiSX^-iD/u— 

i?W«^bid^^85^®Sr^^«iBt^S:5rffiV>Ti§ 

[0 0 16] ifELfca yt'a- ? v-X^-M^l^T, 

wubiEttsiew, ^^^Bf^-^srffl^r^-^wBt-^- 

L, *W^g^/B^T^~-^£Bf-S§-'fbU Bt^bLfc 

u ^nhBmmm^^m^mm^m^^x, ;©«i 
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SrBf-SHbLTtflL Mg&fE«igfB^£ , 5, «)JJbfEtI=BeB/!» 
f> ©f- ? <^teiSB# tcHf ^b $ tufc r t b $ ;ft,f;:4§ 

m^-itzntzir-? zmta-tz 1 1 1 i-Bt-§-{b$*w^ 

t ^^o fe-S, m^bli^^^^^Sr^^^Bf 

Bt^b^nfc^-^fs^s^ <&p^iiBf^s;^ 
10 ffi^TgW©ofc®^«{iJ: ►J^'-^O^^b^tf^^ 

m t nrfiX'mm&Mffl-rz^-ffrgLtfmzivz =yf 

7=-^ SrBt-§-fb-r-5 - ir ^^TtlT% Bf^b L^t*— 9<D 

20 ilBir, Bt^b(r^s/^SS^#|^Bf^-fbu-</^«:fctt 

>«Lit85aii^Bg^bbfc^, i!fiB2«JIJbl51t=!£Bl^5 
it^x-t, ^i5««jfEttiSB^^ro^-^rotejiB#(^ 

tatim^m/i— f- ^\z.n ^.xvm^t $ twc^- ^ * 

(r^ Cfc^ii^^^itBg^-^Srfflv ^T^2) r t &X* 

30 tez>ztz<®mt-rz> a 

[0018] m7<D%wte. ^mmmtm^mm 
mtvm x'^m zmm-t 5 ^ r - ? &ft nm $ = >- e° 

a— ^^-^^f^i/^-r, ^ftflf-^-fb^-it^fflv^TT 1 ' 

— ^ WBf #-f b t-^S ^Sf^Si ^Bf -^-fb U-^/KD^fc 

titv ^ -5 ? WBf -§-fb i^-</Hr CfcgS^iiSrffl i^T 
=f—9 SrB&^-fb-TS r A^mx, B&-§-fb Lfc^— 
tej||B#(-f±Bt-^fb u-</i'S:^i ib*6 C t Rrtg^^ 1 <o 

ft(i^^^85«ii^Bf ^b v-^/K^^fctt^ L-buBBSI 
1 Xtt^ 2 0^|i!jlStt^^^#fc<2;^«i?rffl^TiulE 
±1$, LfrS5*«iS:Bt^b L/cm, S«fEm 1 Xttfl 2 wtt 

iiflf ^b $ ^fcv^-^ £r«-*Hb U-Cit5it^T^. ^ 
50 tlW^©/L—^^XO ? Hflf5m 2 (7?tt8»jf2lAt#U£tC*f L-T 




(7) 



ttflf^Hb £ titz.7*~ ? t ti>{c^bbm7££ fife \"<MZ- 
[0 0 19] _klEbfcJS6. »7©85StJ:53 

$ v ^ 5 -r — * coBff #f b u^ywfclS C fcSMSttSrflJ v * 

HF »fl2«2i4JK*8MWift«F#ft i^A^R^to* btt 
Wffi«»«a> fe»fc^M«Srffl v >r r 0>8HB*8rl*»ft; 

fcztifr7*—#£m^ikLxmv, 

*3 J: tWiltj«B«»»-» UTttPftft £ Ivfcrf—* t * 
R&^S£ffl^ri£5 0 X, t 5 — *<Z>*i£*as^!B**l 20 

[0020] iswiii, &33£fi£*lttlE«3£ 

tiX V > 6 x - * conf-JHb l^/wfcjfc Cfc8HB««r/B v ^T 30 
^~*£i«^b1-6e£tf^ggr% flMNbLfcr— 
H*f-l«-*Hb i"<A't:9n h^r^^t $* RrtB**t|ME« 

^m^-^ y^tt ttntft $ nfcf*- * &*-JHb b 

fbSftfcT*— * £ £ fel^»R***tfc w^^fc*6Dfc 40 

®&m*&mmm^tt*m^xmz> e 1 # 

[0 0 2 1] X, »9<038W«, «.««fii:*«j8Bttag 
B£co HT«K SrSffili- S * S ;h,5 =* t* 

-#<z>l*4Nbte#K*S*^ 

f-^SrHF-^KrarirsSSnrSB-e, rtMHbbfc7*-#0> 50 
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tei^H#(-fiBf^b u^/u&to bits r t *s prtB*iB i 
*BMB«*&i:, B&^b^tt/c^-^cofE^^^^ 

aiysse stria* l^tti&iEtt^a*^^ 

t/^^^P^^om^ff^s^-^^^^Lr^^b 
stu^—^*«^b braise tds-e*. *tism<D 

*«S:^BB«»ff-g-*^;S:fflu^rai5 r t a*r# s&kffig 

[0 0 2 2] _h|Ebfc3S8. ^9oo|g^^j:^ n 

^^fflv^r^— ^^Pff-^fb(-^*©a«t^rfff^b 1— < 

^rv^^-^l^-^Hb u^</W^:lSbr^K^B«S:ffiv^ 

teiH«Fi^«rtP^b^/uS:*p5>^rSo s^v-tV^ 
v'^r^ii^ Bt#<bfc£**SB««Sr«F^b 
*!»t*J« b«|*fSlt^fi^^ fo»fc^BB«S:ffl V ^r e cr>^ 
««SrrtP#fbbfc«, *«iffi«t»BlJ:iS9, «*IEtt^ 
S^^^^^^co$5i^B#i-^Bt^b^^</^^rK^b, ^~ 

M br ttflp ^b S sfbfcf*— ^ Srfflf#fb u^/Hi^S CfcH 
*«:lt«#-fbbriS9, ttisi^<D/i—^^Rz^mmm 

«»Bt^brf^Bf^b$ix/cT f — ^i^ttS-TS 1 1> 

»*a:Srfflv^riSHi'rSo f*— ^©»ii*^^r«B* 

mf#tt : &&m^x9:ft&<>it®mm\z£ r> \^<^m 
ctzj&mrctf^—?<Dm^ik%ftte<>x^m^—?*m 

[0 0 2 3] ±IBbfc«fc5^^— ^tei^H#{^ttS8S^ 
«Srfflt^rtF*{bi5Qf3lS: % ^rAfiW/^»t 

9. mm<7>r-? (Dmm&mmz&5±^xmm&v>^^ 

[0 0 2 4] 

i?&W(omi&<o&ni £kTmm*&mL,x&mwv>mtfo 
j&m&VLm-r&o #-t\ Hi»sBa3«r#Mbr*»w 
ojBi3afi«jffi»r-ovNrttM-r«o 
^J£^(-^ttS^-^Bf^b^^fflVN^3^fc 0 rL- 



# 



(8) 
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?i/^j*<Dmifem&*^-t7v y?mx&z> 0 
[oo2 5] ^(DmimMwm\^m^^>^^^^-^^ 

Xt£Z>h<DX\ rrtU ^>\i 0 ^—<?^fa (PC) 1 

oi, m^mm (disp) ^t°-^7 (s p) 

i2t, m^m i^mmm^mmm (aux-stor 
(r) ) i3, Rz$mz^mffif%mmmm (aux- 
stor (W) ) 1 A^fabMf&ZtlZo 
[0 0 2 6] (PC) lO^rt 

ma^ tp&t&mms: (cpu) 20, ±^*y (me 

M) 2 1, S^ffl^^ey (VRAM) 2 2, fV^7°U 
(DISP-CONT) 23, 
(AUDIO-CONT) 24, ic^tfci 
Lffl^g!jBS«^B^^h^-^ (AUX-CONT 
(R) ) 2 5, *#^^ffltt9bl2«^g^^hn-^ 
(AUX-CONT (W) ) 2 6m&9£tfbn, 

(SYS -BUS) 6 0^gftUffiS^T- 

[0027] Mi-, i^^ey (MEM) 2 1 i£ft tt^< 

u—Tji/tfu^'rJ* (os) 30, r^y^r— 

y^hV^T (APPL) 3 l^^|2ti$:HT^i9, * 

^u-f^^rA (os) 3 0l:it 8M£« (s 

EC-Key) 40, ffi-§-fb&3£/W- ^ (DEC-R 
TN) 4 1, ttifitB^rtiXmA'—fls (OPS-RTN) 

4 2^^*nrv>s 0 

[0 0 2 8] HI 2, XTflg 3 \tttl*:ft,*KW<Dy*-? 

(PC) lOte^f^ (SYS-BU 
S) 6 OSrftSUrSJtKSttSWJfe^-^ (W*JJ 

MLT, SJ*«i (SEC-Ke y) 4 0tfflV\ 

[0029] rr-c±IB«-iaS:#BabT*3SM^»i|l 
C) l 0ft #®T^y ir—isa XDMft&ftte? 1t*b 

[0030] m^mm (disp) 11 ft r^y 

(SP) 12ft 

[0 0 3 1 ] W8*Sib!E1ft3£g (AUX-STO 

R (R) ) 1 3 ft Effflfc^— S 1 ^ (I^^VK) 5*- 

(AUX-CONT (R) ) 2 5^b©^ 

[0 0 3 2] -r— ^0«p#ftfcifcS*8H»« (S 

EC-Key) 40^ 4^«§B£ StSrffl V , 
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^T^ymr^ (os) 3 o^bMtsr ir^ 

[0 0 3 3] H^«*tflUffl*BJitjia«3fiB (AUX-S 
TOR (R) ) 13ft *fftMJ4r-#K»LT 

(SEC-Ke y) 4 OSrffl^tr-^SrllffftLrlb 

f<tU^i&t^l/-f>fymf^ (OS) 3 0 

10 [0 0 3 4] »#&^ffiffiS&fE«3£g (AUX-STO 
R (W) ) 14ft #a7 ? -^«>teiS*5J:V»#ii*S: 

mm (SEC-Ke y) 40^ ^BM^*;fr5£*:Jf^ 

X^r^i^—y"^ zstfis^TJ* (os) 3 0^JbSt#-T5 

[0035] m^wz^^mffimmmmm (aux-s 

TOR (W) ) 14ft BSf-^kStt&f*— *©»#Si* 
SrK**ixfc«F^tt, ^fcl&^LT^i^^fii (SE 
C-Key) 4 0 £/8V^^-^ £«^ffc LT*£ 

20 rim^o 

[0 0 3 6] ^*&L31SB (CPU) 2 0ft ^-^l/— 

r^^ri^ (os) 3 ocoftiJfflf2iJ:oT#a^T 
7"y^ 3 y (appl) 3 i^feB**ixfeSWSr 

[0 0 3 7] ±^!J (MEM) 2 1 ft 4***0f3£l« 

(CPU) 20^iTO^$ti5itti:, tf-^u 
— l/Jfi/^'rJ* (OS) 3 0, T^y^— Ual/ 
(APPL) 3 it?*— B*Wl£«#LT*5< fc»ir:teffl 

30 (SEC-Key) 4 0 £r|EtSi-5 0 

[0 0 3 8] y (VRAM) 2 2 ft TzfV 

tr—i/als (APPL) SUS^U-r^^^r 
J* (OS) 3 0 J£*tLT^N£K (DISP) 11 \cm 

[0 0 3 9] fV^^W^^ 9 (DISP-C 

ONT) 2 3ft S/^^^y (VRAM) 2 2f:ftff 

t (DISP) 1 1 t>^7F^&<D\zM\^tz.\%%\Z-W& 

40 l, m^mm (disp) n ^m-r 5 0 

[00 4 0] (AUDIO-C 
ONT) 2 4ft 7^y^i/3yy7h?x7 (A P 
pl) 3i»^i/-r^ymfiN (OS) 3 0fC 
»tT^t°-^ (SP) 1 2^e>W*f5 «t ?(^*L 
fc^WSrSttffi^ , J*fc°— ;*/ (SP) 12Ct-fV 

[0 0 4 1 ] »g*WLfflMS?jlBtgSgB=a^ (A 
UX-CONT (R) ) 2 5ft 7V ^{TisX 

(OS) 3 0 tS8*WLffi««j|atS3j|fi (AUX- 
50 STOR (R) ) 13ir^)r-^©^9K!)S:Mt 



# 



(9) 
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[o 0 4 2] m^^mmmmmmm^^hm^^ (a 

UX-CONT (W) ) 2 6tt, t^^-r^y/v'^ 
(OS) 3 o ir##^^«fflft3ie«^B (AUX- 
STOR (W) ) 1 4 ^CDt 2 — ^CO«^9St9 Srft^"*" 

So 

[0 0 4 3] a^W- 7^ l/tr*/*TJ* (OS) 3 0 
ft ^P^i-, m^it^m/^—^^ (DEC-RT 

n) 4i, at/a^tt^a^— ^ (ops-rt 

N) 4 2*tft5, HBfc&a/B^rL— /K *^«taffl 

[0 0 4 4] K*tti LfflMliblBtt^M (AUX- 

STOR (R) ) 1 3&T — ?<OI%&ik&ftte?tl#>(D 

(SEC-Key) 4 0*ft*t8tfcm, 
*<£>«HE« (SEC-Key) 4 0 fc, ^P^®Bf-^^ 
SrfflV^ K*Hi Lffi*|jbfB«£SB (AUX-STOR 

(r) ) i 3»e:arrri:ds-et«o 

[0 0 4 5] 7/!J^3y (APPL) 3 1 
W L^Mg3HBlS3Sg (AUX-STOR (R) ) 1 3 \Z. 
&ft£tiX^Z^~*<Dfcm&&ifcLXZtzkZ\aX. 
K*ttWSffiJSMBtt£C (AUX-STOR (R) ) 1 
3 fcl*t Ltf-^ <Z><toig«r S c 

[0 0 4 6] r^ir#, R»U LAMIblBSKB (au 
X-STOR (R) ) 1 3**^— *«:W#^bLT^Bi£■*- 
5££&ii&L■r^£4S^t^:^t ^g^r/y^> 
a>- (APPL) 3 ll^WSo 

[0 0 4 7] *fc % 7/!i^ay (APPL) 31 

ttt-^tbS^ffl^^E-y (VRAM) 2 2, *f<<ilr^ 
(AUDIO-CONT) 2 4f|:|cigU 

(DEC-RTN) 4 1) ?:ILtf- ? CO'&^ittefr 
ftotii^W^^ffl^y (VRAM) 2 
2, t-fVt^y (AUDIO-CONT) . 

[0 0 4 8] JEi^-^U— r-f Isyi/^TJ* (OS) 3 
0 ft r^y^vay (APPL) 3 ia^ Bf#ft;£ 
ttTV^7iv^#@-r : ^^^#^^fflffiaf^«^B (AU 
X-STOR (W) ) 1 4K»^trJ:5l£»*LT£ 

fct*tett. mz^mmmmmm^^hK-? (a 

UX-CONT (W) ) 2 6Sr^L»§ii*fflffiSbfB« 
(AUX-STOR (W) ) 14I^LTSt^ 

fcfttei&I^SStt« (SEC-Key) 40«U * 
[0 0 4 9] T^°y V (APPL) 3 1ft r 
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>-y:7 h^x/tfe^o z.<DT-7V4r—i (app 

L) 3 1ft gn^tH 4 Lffl«ffijBS«^® (AUX-STO 
R (R) ) 1 3 SrftflttJU ^BBffcx-* 

«r^3£« (D I SP) 1 1 ^?^r — $ 

Sr^f— * (SP) l 2 Ufc^-TS^iraSTt 

So 

[0 0 5 0] X> T—fW&Vtii L£>fi£fc:ft 
"Tjl/lfl/^T-bs (OS) 3 o^bf- *dSrtF-i-fkStt 

[0 0 5 1] li:77 s y^->'3y (APPL) 31 

ft y*-?*m* &&mffi%jmmmm (aux-sto 

R (W) ) 1 4Km^l^^t^t%\^h^^<^— T<<1/ 
>fi/**rJx (OS) 3 0^riiLT. R£-*Hb£*VC^S^ 
if 5 a**?*— * t i-fcxS1~S 0 

[0 0 5 2] Mi (SEC-Key) 4 0 ft rtP#ft 
20 A (OS) 3 0rtt?^$*t{ft«PS*L5 o fc^rfctimA' 

(dec-rtn) 4 i tef&^-ikZtntir*'— 

(SEC-Key) 4 0SrfflV>T«^t:U 

[0 0 5 3] rr-CiSBW^fciSfSiSlllSJKtRco^^ 

ww-rse *r, gc^aufflffiibssit^g (aux-s 

TOR (R) ) 1 3Jc:fE^^^TV>SBt-^>ft:^^S^»j 

LTf^B8b^< 4v^— ^Sr^t^-^ft: (P 
30 C) 1 0 {^m^Ht^7j<mS (D I S P) 11, RZ$ 

^yf—p (sp) l 2fabmA1rzm<D&m<Dffi>iri\zi<> 

[0 0 5 4] T^V tr—isa V (APPL) 3 1 ft ^~ 
T^O^^^V-^ (OS) 3 0(^LT, Sc^tti 

vmmm^mmm (aux-stor (r) ) 1 3^ 

So 

[0 0 5 5] yf^U—T-i l/F^S^U (OS) 30 
ft gg^-ttlLffl*i|ftfelg^B=»^ (AUX-C 
40 ONT (R) ) 2 5§riiLrSc^dbLffltt*IHlt^e 

(AUX-STOR (R) ) 1 3 £*XTV^SffiiIffi 
7=-*A£&9fcH-r<fc 5ic:g*-rSo 

[0 0 5 6] tt^tfi WBttftfEtt3£B (AUX-STO 

r (r) ) 13ft m^ftt~mm^~# Atm^fccD 

V^T, Jsf-^W- 7^ Z/ff^^irJ* (OS) 3 0#>£>t« 
r^A^fkMS^a j[SEC-Key) 4 

0 «#t^o 

[0057] Af^at st^a ^mmwiizmmm (a 

50 UX-STOR (R) ) 13^T\ 0 2i^fj:5 




%t\Z.ftZ>*%^ikm<DmA (Open-Key 
(A) ) Jr«fffcffl©ftB (Open-Key (B) ) 
iiA (Open-Key (A) ) Sr^lx— 
^^^y^A (OS) 3 0{:fiif^) o 

[0 0 5 8] ^-^u— is#i/*TJ* (OS) 3 0 

foux~&&\^tz.mmT—#'&^itm<Dwmm (se 

C-Key) 4 0£±gS^§A (Open-Key 

(A) ) SrfflV^Tflf#fl2 (encrypt) U a*HJ 
LfflMSJHBlS^g (AUX-STOR (R) ) 13 1^ 

[0 0 5 9] »*ffl LfflMl^lBtt^B (AUX-STO 
R (R) ) 13ft *#{fcS*bfc8HMi (SEC-Ke 
y) 4 0 £r Jiaa«#ftfflO« B (Op en -Key 

(B) ) «rJBl^T«#fl5 (decrypt) t5^t 

T\ ^u-r^y/v^riN (os) 3 0rtt^L 

fct<^tlRlC8f«« (SEC-Ke y) 4 0 

[0060] sx±(D£? temm^fflm^tttm* 

*fftMS48«« (SEC-Key) 4 0^1 

t-m^mi^m^mmmm (aux-stor (r> > 

4 is Pis XT J* (OS) 3 0ic^qb^:^) o 
[00 6 1] K*fflLli«)IBI«gt=>yhP-7 (A 
UX-CONT (R) ) 2 5«r»LT##fbS;frfciM 
■7*— ^ASraJtStofc^^u— Tji/^i/XTJ* (o 
s) 3 0(t r^y^vay (appl) 3ii:f- 

[0 0 6 2] <5r— i/3 >- (APPL) 31 j&Sfttt 

M\ S»f-^^^r^mrA (os) 3 

[0 0 6 3] JT^U— f^y^7A (OS) 3 0 
ttU T^Vtr— >-3^ (APPL) 3 1^?)tel^ 

T*5<^fc8MK« (SEC-Key) 4 0SrfflV^fftL 
T, SRBBf- P^m^m**}) (VRAM) 2 21: 

(AU 

DIO-CONT) 2 4l^tei£LT#££rfT#5 ±5C 

[0 0 6 4] (DISP-C 
ONT) 2 3IJ, m^^^^V (VRAM) 2 2CS# 

^ntimi^m^mm (disp) n M**i-5 e 

7*^ (AUDIO-CONT) 24 

f*W^-^£;*t 0 ~-;*7 (sp) i 2a>e>S4rc#5 J; 
5»XLT^t°^ (SP) 12|:iSfflLf^S4 
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[0 0 6 5] r^W^T^^ (SYS-BUS) 

6 0«fil:J:5, ^--<u— r>r ^^fA (os) 3 
o irSg^WUfflTOIStt^e (AUX-STOR 
(R) ) 1 3 ^^^^Bf^t:^5|^!ll^(ll2^LT^ 

[0 0 6 6] £X±(D£ otefarnKX^XT—Pdm^rit 

^tL^o r/y^ay (appl) 3 i &m 

10 ^WLfflM*fS«^e (AUX-STOR (R) ) 13 
(AUX-STOR (W) ) 1 4\Z.9%i&U&<D.tQM<0 
[0 0 6 7] T^y tr— v-3 ^ (APPL) 3 1 ifi^^r 

it^ivt-T^^ ^m^m^mm^mmmm (aux-s 

TOR (R) ) 1 3^fe#S*TO?lfitt±atfe»B 

[0 0 6 8] r^y^Vay (APPL) 3 1«^ 
20 ik&fofeWMy*— # B^r^-^v— isjf^xTJ* (o 
S) 3 0^*TLT*tii*ffll«JibBB«t3SB (AUX-S 
TOR (W) ) 1 4\Z.m%&te£5\Zi%7F-$'Z>o 
[0 0 6 9] ^r^-U—'r^ l/tf-y^y-J* (OS) 3 0f;£ 

m^^^mm^mmms (aux-s tor (w) > 1 

4»^<^7^y^7A (OS) 3 0^ff^ 

S^fflVNT«-^fL^^*©«SI (SEC-Key) 4 
0SrjK-r o 

[0 0 7 0] ^W7^^7^ (OS) 3 0 
30 g^SSi (SEC-Key) 4 0S:8UfcSI^ fl£4§- 

u — y (AUX-CONT (W) ) 2 6^iUf^^ 
*JB*t«Jifi1t3£B (AUX-STOR (W) ) 14 1* 

m-rz> 0 ^<om, mtimmT-fitmwtztix^&z 
[oo7i] mz^^mmmmmmw (aux-s to 

R (W) ) 1 4tt, Bf-^fbSHfegftB^— ^B^ N she 
SI (SEC-Key) 4 0 l^T«-^{fc Ufcn <h SrfB 

40 [0 0 7 2] ZL<0&<0i/XT&'<X (SYS-BUS) 

6 0S*{-J:^, Jr^u—v-^ ^fisxTJ* (os) 3 

o t»£&*/B«sME«£« (aux-s tor 
(w) ) i 4t(Dm<Dm^it^mmm^m3\z7j<L,x^^ 

[0 0 7 3] ^L(DX 5 I- LT, Jr^u—'r 4 i/pi/xT 

(os) 3 03aJ»*a**rff«rufc3S«»t3», »»-§■ 

50 [0 0 7 4] [34 ^'7 :f -^Bg : ^b^^:^^V^^:*:^P^O 
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n^t°^.— (pc) i o, m^mrn (d 
isp) ii x (sp) 12, m^mi^mm^ 

lEtt^B (AUX-STOR (R) ) 1 3, 
tttbfBtSiSB (AUX-STOR (W) ) 14«^bi 

[0 0 7 5] ^^t°rL — (PC) 10<£>l*lg&M 

tt* ^feS^S (CPU) 2 0, ±^^U (MEM) 
2 1,S$ffl^JJ (VRAM) 2 2, 

(DISP-CONT) 23, 
(AUDIO-CONT) 24, gr^tti L/B 
*Mbia«3£H=iV hn— 5 (AUX-CONT (R) ) 
2 5, #^^^>ffltt%lElt^B^>' (AUX- 
CONT (W) ) 2 6^i&3Rtte>jh,5o 

[0 0 7 6] i^^ty (MEM) 2 1 fctt^ fifriELfcW 
l*tfi»ltS4 9x 2W«i (SEC-Key 

(A) , SEC-Key (B) ) 50, 5 lffiWfbtl 

6 0 BP^, ^(OSIlte^-en, i^^ey (MEM) 2 1 
^i/-t^^ta (os) 30, ryytr 

— >3>- (APPL) 3 l«j&Sffi«£;h/t*3 0, Mi-, 
tf-^U— ToOirfXTJ* (OS) 3 0Pi, $3&S£A 

(SEC-Key (A) ) 5 0, XU*8ME«B (SEC 
-Key (B) ) 5l£, H^ttBMA^ ^ls A (DE 
C-RTN (A) ) 5 2, RZfm^itt&m/l'—^^B 

(DEC-RTN (B) ) 5 3dS^*jtTV>5 0 

[0077] rr-e, _hHB#^^ ^^^«fiBicov>"c, 

SMESiA (SEC-Key (A) ) 5 011 

[00 7 8] SHfiftB (SEC-Key (B) ) 51 

6 0 m^i^M/l—^^A (DEC-RTN (A) ) 5 
2fi, 8H8«A (SEC-Key (A) ) 5 0 SrffiV>T 

[0 0 7 9] g§ttI/^fyB (DEC-RTN 

(B) ) 53te, 8£®®B (SEC-Key (B) ) 5 

±EH4 &^UT*3BW^*2*ft»JB^jftltS»fP 

[0 0 8 0] 5fci\ T^y^—v'g V (APPL) 3 1 
^Sn*ttJUfflaiftiS«»H (AUX-STOR (R) ) 

i 3^fs^£n-t^5, — flf^t=i rsr irSrfFL 

[0 0 8 1] K*.W Uffl*«j|Bttt3fi« (AUX- 

STOR (R) ) 1 3 3»sf— ^SrflF-^trsKK^W:, ff< 
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XLU— is if is *T J* (OS) 3 0 ^CO-^^K^ "C2 
OC£>8$^^A, B (SEC-Key (A) , SEC-K 
e y (B) ) 5 0, 5 1 SrWH" 5 Q 

[0 0 8 2] gtt^o^-r r ---^^Stt^r±BE2o(^^ 
&A, B (SEC-Key (A) , SEC-Key 

(B) ) 5 0, 5 1<£M£V\&ttT, 7*— * (r^Ttttb 

[0083] z<Dm2 mmsMWt<om^\a^ 

8$^®A (SEC-Key (A) ) 5 0 SrfflV ^Tff£-$Ht 
Lfciir-^CSrt^^^y^T 1 ^ (OS) 
30^ILtT7°y^v'3y (APPL) 3 1 

[0 0 8 4] T^U ^3 V (APPL) 3 1 tfSflf 

20 imw&mkmmx*$>z>o r^y^a^ (app 

L) 3 l^Pf^bSnfetllH^— ^CS:*^5i*fflffl|jb 
IS«^g (AUX-STOR (W) ) 14|:*fUTf# 

[0 0 8 5] 5fcT, T^y^ — i^a is (A PPL) 31 

—Tj^sin/^TJ* (OS) 3 0«U «#&*JII*t 

flense (aux-stor (w) ) i4{z.m^-r^ 
[0 0 8 6] jj-^u— ^-r y^fA (os) 30 

IS«3£K (AUX-STOR (W) ) 1 4id*tLT, W 
(SEC-Key (A) ) 5 0«f 9 
[0 0 8 7] ^Iz-T^^^fis (OS) 3 0 
fi, U^mA (SEC-Key (A) ) 5 0«r8?Lfc& 
^ft$^K)»^-^C^S^^^fflttl*BEl«« 
(AUX-CONT (W) ) 2 6 £rii L 
T«^iA^fflttftlS«^e (AUX-STOR (W) ) 

[0 0 8 8] »#&#ffl*gbfE«3£H (AUX-STO 

r (w) ) nit vttmkztiitihmy^-fc&mmm 

A (SEC-Key (A) ) 5 0 £r/B^T^-SHL Lfc 

[0 0 8 9] rc^j:5f-UT, — ft^tt^t"— - ^ 

35SWSHfc^-^t»#ii*ffl«JiblB1»KK (AUX- 
STOR (W) ) 1 4teffi»i-S££j&5T*5o iSfet-, 
50 T^y^ay (APPL) 3 1 ^K*UJ bfflffiSbSS 



♦ 

1Si£G (AUX-STOR (R) ) 1 3 KiEfiiS jh/TV> 

[0 0 9 0] 5fc1\ gg^-tti UfflMWISUgg (AUX- 
STOR (R) ) 1 3fry*~?*m^tt:1rZ>mZ, 

^l/-f>fy/^fA (OS) 3 0 k<D^9^L9X2 
0(Dffl&mA, B (SEC-Key (A) , SEC-K 

e y (B) ) 5 0, 5 1 SrSt#-f £o 
[0 0 9 1] S*t»ofc7*— ^©llttSrWWfUT. ±IB 

2 0<Z>8$gg|A, B (SEC-Key (A) , SEC- 
Key (B) ) 5 0, 5 1 ^V^ttt, 7 s — 

-^%zt%mit£ntz^~?r>x&z>(Dx\ mmmB 

(SEC-Key (B) ) 5 1 SrfflV^flp^t LfctbBS 
T^D^U-f^y^TA (OS) 3 0£:ii 
LTT/y^ay (APPL) 3 1 i:fe«t5o - 
<z>^- ^«si£<Z)l8Uc:f3:, l^fto w</^&^- ?kk h 

[0 0 9 2] TT'Vtr—Z/B y (APPL) 3 1 

SJ^liB (SEC-Key (B) ) 5 
[0 0 9 3] T^V ^—>b ^ (APPL) 31 ^pf-g- 

ik£tifzmmT*~?v&m%&&mM%jmmmw (au 

X-STOR (W) ) 1 4CTLTtf iifc ? £ ttt 
[0 0 9 4] 3te-T, 7/^->3 >- (APPL) 3 1 

—rjisfisxTJ* (os) 3 0(c:SL, 

I^BEtiigB (AUX-STOR (W) ) 1 4 {caS»"T6 

[0095] tf-^w- x>< istns^TJ* (OS) 3 0 

7/!)^>3y (APPL) 3 1 #*Hf 4Hb<£> 

x^v^^-r^ (OS) 3 0*s»#ii*ffl*|J|&ia 
tftgg (aux-stor (w) ) i 4{d*fLreiii- 

§8fffi«tt, 8MB«A (SEC-Key (A) ) 5 0* 

<Dxm^ik1rz> z k r*-e#*v\, 
[0 0 9 6] JEJLhcoj; 5 4aii:j;ot, flf*ftKW< 
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[0 0 9 7] 4-f , T^y — y (APPL) 3 1 
^Sj*WLffl**IE«3£B (AUX-STOR (R) ) 
1 3fc«*S:hrCV>-5, -«»t=t e -t5r £2rfFL 

[0 0 9 8] L/fl«SMBtt«S« (AUX- 

STOR (R) ) 1 3d5y*— #*Bf^b-rSR^«. f* 
L X V > 3 - 9 tt =i tr— T 5 r t £ tit- 

is If is *T J* (OS) 3 0 £<£>^«9Bx9 T?2 
OCOgJ^llA, B (SEC-Key (A) , SEC-K 
e y (B) ) 5 0, 5 1 £r&#-T5 0 
[0 0 9 9] gtfStofcT 5 — #<Dm&&¥*mLX, 

mA (SEC-Key (A) ) 5 0 t: m^ltl&fHk 

&\a*, mmmS (SEC-Key (B) ) 5 1»n 
20 fcl&'&fbiO £>£(£* 55^85«»A (SEC-Key 
(A)) 5 0SrfflV^fcBff»{k;S:fTft5o 

[oioo] r<z>4§£icte, 5*— * a*— tr— i~ 

5^ irtftfSttfcf 5 — #t£<DX, SHfittA (SEC-K 
ey (A)) 5 0*fflV^rPt^L^ib^l^r ^ -^B^^ 

^u—'rs >-jrz/*TJ± (os) 3 o^riiLrr^y ^t- 
-v 3 y (appl) 3i^teit-r5o ^^x— ^teai 

[0101] T^y <Jr— ix 3 V (A PPL) 31 tfSffg^ 

im6«5J8i:l^«"e*>So T^Vtr—i >/ais (APP 
L) 3 l^Bt^bS*v^ttlB^-*CSr»#a*ffl*t«) 
IStt^K (AUX-STOR (W) ) 14I^Utt 

[0 10 2] T^y tr— is a is (APPL) 3 1 

as{§M$LTv^&^— 9^^\k<o\s^vk k i>K*s<u 
-f-fy^fA (OS) 3 0CSU S#^<^fflM 
SblBtt^B (AUX-STOR (W) ) 14i£|S$lr<r6 

40 [0 10 3] t^^f^y/^r^ (OS) 3 0 

iEH^B (AUX-STOR (W) ) 14i^LTM 
®A (SEC-Key (A) ) 5 0*fiit5 0 

[0104] — =rjistfis?s z rJ* (os) 3 0 

tt, ^««iA (SEC-Key (A) ) 5 0S:JtLfcft 

(AUX-CONT (W) ) 26^riib 
T*#^^ffl«l*BElt^e (AUX-STOR (W) ) 

50 i4i:6iit5o rcolS, SSfr-^^vNf^i/^ 



# 

[0105] mz&^mwmhmmmw (aux-sto 
r (w) ) nit ^fcztifrmm^-? mm 

MA (S EC-Key (A) ) 5 0^ffl^tatftU: 

[0 10 6] roj: 5 i-LT-S^itt^ t-t5r 
i^^^x--^^S^^^-ffi«*IE1g^B (aux-s 

TOR (W) ) 1 4 (^12^1-5^^ /^T*#£o T 
/D^Vay (APPL) 3 1 ^Sn^W LfflfflgibiBlt 
g£ff (AUX-STOR (R) ) 1 3^HE^:£*bT^ 

[0 10 7] 5fc-f\ WB*BME«8II (AUX- 

STOR (R) ) 13^f-^Wftt5lS^^ (S 

^-^l— Zs4ri/**rJ* (OS) 3 o t <z>*> 9 Bt 9 
2 0<7>§^giA, B (SEC-Key (A) , S EC- 
Key (b) ) so, 51 *mm~f&o 

[0 10 8] r^W^g^i^^r-^^^ f-ts 

B (S EC-Ke y (B) ) 5 1 V>TPf^Hfc U H 

KfWfeftA (SEC-Key (A) ) 5 0^fflV^T^ 

\\i\.tzM, X'^l'—Tj (OS) 3 0£ril 

UT^U^ay (APPL) 3 1 I^St5 0 £ 

[0 10 9] T^°y ^r — i/3 ^ (APPL) 3 1 &fft*§r 

fls&fyX^ 8HE»A (SEC-Key (A) ) 5 0ia 
Z>m%*iktmj)\ tKlt mmmA (S EC-Key 
(A) ) 5 0{C£Z>m-&fckW&mB (SEC-Key 

(b) ) 5 i^j:aa*Yb<7>2Sk»^«^t*ff*ofc 

[0 110] T^Vtr— i/sl/ (APPL) 3 lifi^^r 

iki$frtmm^~*v*m%jk&mffimummw (au 

X-STOR (W) ) 14I^US#iit)5i:Lfci 

[oiii] ftf, r/y^-vay (appl) 3 i 
&m$ 1 LX^Z>*r — 9%:m^'ik<0\s'<frb Hl^u 
—ToO?'isX7'M> (OS) 3 

Sbffifll3SK (AUX-STOR (W) ) 1 4 {r|E«i-5 
[0 112] ^-^l — T" -Y ls{f*/*TJ* (OS) 3 0 
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r.(7)f^ T^y^-iX3> (APPL) 3l2WflNHb<Z> 
i — Tjisjfisx^J* (OS) 3 0*s»§r&*/HJ|§J!&B 

1S3£fK (AUX-STOR (W) ) 14WLtfiit 
58?««te, S*iA (SEC-Key (A) ) 5 0 X 

[0 113] K±(Z)J:9^MiaoT, BS-^fbi-^ 

t 2 a»fflf*{bS:fT* 5 *>-o» 2 ni&j&n x r> r-? = 

t°— f-#t IT cogc^kttds ft Jh-T 5 o 
[0 1 14] fcjb\ *«Wtt±i3Lfc^lfe^ffi(-Pfi^ 

«*tT?tt*< , Pf ft fc ^f-^tt^ f£ CD * 
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